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opgpcard - OpenPGP Card

Create a VCard, a QR code and/or a printable business cards including
OpenPGP key and fingerprint.

opgpcard is a tool to create a VCard [0] including OpenPGP [1] key
and fingerprint, a QR code [2] of the VCard, a SVG [3] image formatted
as a “business” card [4] to print including the QR code and or a batch
of 10 those “business” cards to print in DIN4.

The idea comes from the Debian pgp-tools [5] gpg-key2ps script,
which output a PostScript file which has your Key-ID, UIDs and
fingerprint nicely formatted for printing paper slips to take with you
to a signing-party.

However the slips do not have the format of a standard “business” card
and they tend to be lost.

Sadly, most of the Address book [5] applications out there, do not
implement the VCard properties [6] for OpenPGP, so when the QR code in
these cards is scanned, the Address book application will import the
mail address, but probably will ignore the OpenPGP key and/or
fingerprint.

[0] https://en.wikipedia.org/wiki/VCard

[1] https://en.wikipedia.org/wiki/QR_code

[2] https://en.wikipedia.org/wiki/Pretty_Good_Privacy#OpenPGP

[3] https://en.wikipedia.org/wiki/SVG

[5] https://pgp-tools.alioth.debian.org/

[4] https://en.wikipedia.org/wiki/Business_card

[5] https://en.wikipedia.org/wiki/Address_book#Software_address_book

[6] https://en.wikipedia.org/wiki/VCard#Properties


Installation

See docs/source/install.rst (in the local directory or GitHub) or
https://opgpcard.readthedocs.io/en/latest/install.html .




Download

You can download this project in either
zip [http://github.com/juga0/opgpcard/zipball/master] or
tar [http://github.com/juga0/opgpcard/tarball/master] formats.

You can also clone the project with Git by running:

git clone https://github.com/juga0/opgpcard








Bugs and features

To report a bug or a feature request, please fill in an issue on the
opgpcard issue tracker [https://github.com/juga0/opgpcard/issues].




License

opgpcard is Copyright 2016, 2017, 2018 by juga (juga at riseup dot net)
under the terms of the GPLv3 [http://www.gnu.org/licenses/] license.







          

      

      

    

  

    
      
          
            
  
Installation

The recommended method  is to install it from your system
distribution.

In Debian/Ubuntu systems:

sudo apt install opgpcard






Installation for developers


System requirements


	Python 3 (>= 3.5)


	GPGME [https://www.gnupg.org/related_software/gpgme/]


	SWIG [http://swig.org/] (to build GPGME [https://www.gnupg.org/related_software/gpgme/])


	virtualenv [https://virtualenv.pypa.io/en/stable/installation/] (it is recommended to install the required python dependencies
in a virtualenv)




In Debian:

sudo apt install python3 swig libgpgme-dev virtualenv








Python dependencies


	qrcode [https://pypi.python.org/pypi/qrcode/]


	lxml [https://lxml.de/]


	gpg [https://pypi.org/project/gpg/]




To install the Python dependencies, create a virtualenv first

virtualenv venv -p /usr/bin/python3
source venv/bin/activate





Clone opgpcard:

git clone https://github.com/juga0/opgpcard.git





Install the python dependencies:

cd opgpcard && pip install .













          

      

      

    

  

    
      
          
            
  
Running opgpcard

To know which arguments you can run opgpcard with, run:

opgpcard -h





Or see the manual page:


	man opgpcard (if installed via Debian package)


	man docs/source/man_opgpcard.rst (in the local respository)


	https://opgpcard.readthedocs.io/en/latest/man_opgpcard.html








          

      

      

    

  

    
      
          
            
  
OpenPGP printable card - opgpcard(1)


SYNOPSIS


	usage: opgpcard [-h] [-d] [-v] [-f FIRSTNAME] [-l LASTNAME] [-m MAIL]

	[-p FINGERPRINT] [-s] [-o OUTPUTDIR]








DESCRIPTION

Create a VCard, a QR code and/or a printable business cards including
OpenPGP key and fingerprint.




OPTIONS

If –fingerprint, –mail AND either –firstname or –lastname are provided,
a card is generated with those arguments.

If –fingerprint, –mail, –firstname OR –lastname are provided,
it will search for keys matching those arguments in that order,
and use the data from the first key and UID found.

If no arguments are provided, it will search for private keys and use the
data from the first key and UID found.

It will exit with error in any other case.


Optional arguments


	-h, --help

	Show help message and exit.



	--version

	Show this program version and exit



	--debug

	Set logging level to debug (default: False)





-f FIRSTNAME, –firstname FIRSTNAME

-l LASTNAME, –lastname LASTNAME

-m MAIL, –mail MAIL

-p FINGERPRINT, –fingerprint FINGERPRINT


	-s, --localsign

	(default: True)



	-o OUTPUTDIR, --outputdir OUTPUTDIR

	(default: output/)










BUGS

Please report bugs at https://github.com/juga0/opgpgcard.







          

      

      

    

  

    
      
          
            
  
Output examples


VCard file

begin:vcard
fn:juga
n:juga
email;internet:juga@riseup.net
key;pgp;http://pool.sks-keyservers.net:11371/pks/lookup?op=get&search=juga@riseup.net
KEY:OPENPGP4FPR4FPR:2DA81D01455C3A0032198850F305447AF806D46B
X-KADDRESSBOOK-OPENPGPFP:2DA81D01455C3A0032198850F305447AF806D46B
NOTE:vCard generate with opgpcard (https://github.com/juga0/opgpcard)
version:2.1
end:vcard




QR code

[image: _images/opgpcard_qr_juga.svg]


Card

[image: _images/opgpcard_juga.svg]


Batch 10 cards to print

[image: _images/opgpcard_juga_DIN4_10.svg]





          

      

      

    

  

    
      
          
            
  
Adress book applications that support OpenPGP properties when importing vcard_utils

TBD





          

      

      

    

  

    
      
          
            
  
TODO


	[ ] Include OpenPGP public key encoded in base 64 in the the .vcf::

	KEY;PGP;ENCODING=BASE64:%(b64pubkey)s
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